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assets for the 
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Ledger Vault is a core business unit of Ledger, a leader in 

security for cryptocurrencies and blockchain applications. 

Leveraging Ledger’s industry-leading and independently-

FHUWLȴHG�VHFXULW\� WHFKQRORJ\�� WKH�/HGJHU�9DXOW�SURYLGHV�

LQIRUPDWLRQ�WHFKQRORJ\�LQIUDVWUXFWXUH�HQDEOLQJ�ȴQDQFLDO�

institutions to securely control their crypto assets with a 

multi-authorization management solution. With a global 

team of more than 200 professionals, Ledger develops a 

variety of products and services that safeguard critical 

digital  assets for individuals, companies, and connected 

GHYLFHV�� )RXQGHG� LQ� ������ WKH� FRPSDQ\� KDV� RɝFHV�

in Paris, New York, Singapore, London and Vierzon.

About Ledger Vault
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individuals were self-reliant when it came to securing their 

monetary assets, carrying them around in their pockets 

or securing them in safe or secret locations. As of the 

17th century, innovation in the banking sector enabled 

people to delegate the security of their wealth to banks 

which would soon become the gateway to domestic and 

international payment systems.

Cryptocurrencies, starting with Bitcoin in 2009, open new 

SRVVLELOLWLHV�WR�VWRUH�DQG�H[FKDQJH�YDOXH��)RU�WKH�ȴUVW�WLPH�

in history, individuals can own their assets independently 

without safekeeping their physical assets or notes.

$W�ȴUVW��LW�UHTXLUHG�XVLQJ�VRIWZDUH�ZDOOHWV�RU�SDSHU�ZDOOHWV�

ZLWK�WKHLU�LQKHUHQW�VHFXULW\�ȵDZV��6RRQ�HQRXJK��VWDUW�XSV�

such as Ledger introduced the hardware wallet. This new 

paradigm provided the much-needed level of security and 

recoverability through a user-friendly device.

In 2013, investment managers joined the crowd of crypto 

enthusiasts and in a few years found themselves securing 

hundreds of millions of dollars’ worth of cryptocurrencies 

on hardware wallets.

7KH�9DXOW�LV�/HGJHUȇV�VROXWLRQ�IRU�ȴQDQFLDO�LQVWLWXWLRQV��ΖW�LV�WKH�EDFNERQH�RI�D�ȴUPȇV�GLJLWDO�

assets operations.

 

:LWK�/HGJHU�9DXOW�VROXWLRQ��ȴUPV�FDQ�

• Build their operations around a rich governance framework to  reduce  operational 

risk

• %HQHȴW�IURP�VRSKLVWLFDWHG�HQG�WR�HQG�KDUGZDUH�EDFNHG�WUXVWHG�H[HFXWLRQ�DQG�D�

made-for-purpose Operating System

• 6HFXUH�DQG�WUDQVIHU�PRUH�WKDQ�RQH�WKRXVDQG�GL΍HUHQW�GLJLWDO�DVVHWV��TXLFNO\�DQG�IURP�

anywhere

• Take advantage of Ledger’s managed services expertise to operate the Vault in line 

with industry standard best practices

• Maintain complete control over private keys

• Integrate our expertise within their infrastructure with Ledger Vault APIs

Our solution

The hardware wallet solution did solve some of the security 

challenges, yet it fell short when it came to governance in 

an institutional context.

ΖQGHHG�� WKHUH�ZRXOG�EH�QR�FRQYHQLHQW�DQG�HɝFLHQW�ZD\�

to implement a meaningful segregation of duties for their 

operations. This led to unrestrained investment in personal 

security associated with complex device management 

processes. In turn, this meant slow transaction processing 

capabilities which would materialize the most in bull and 

bear market phases.

Ultimately, the lack of suitability of these solutions 

hindered the growth of the asset class due to residual 

operational risk far.

$W� /HGJHU�� ZH� WKLQN� WKDW� PRGHUQ� FKDOOHQJHV� UHTXLUH�

modern solutions. Asset Managers investing in digital 

assets should not be restricted operationally by 

cumbersome low-tech implementations.

For a long time,
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Personal security devices (PSD) and hardware security modules (HSM) are two 

fundamental components underpinningthe Vault platform. A glance into each element 

brings further insights into the Vault service architecture.

Key concepts

The orchestration of the transaction authorisation process is managed 

within the secure perimeter of a hardware security module.

The hardware security module runs Ledger’s proprietary operating 

system -- BOLOS. It protects the private keys and ensures signatures may 

only be performed within the context of the execution of a transaction—

LQ�FRPSOLDQFH�ZLWK�WKH�SUHYLRXVO\�FRQȴJXUHG�DXWKRUL]DWLRQ�ȵRZ�

Hardware security module

What-You-See-Is-What-You-Sign is the fundamental principle governing 

the approval of operations on the Vault platform. Users create their 

RSHUDWLRQV� ZLWKLQ� WKH� ZHE� EURZVHU�� DQG� FRQȴUP� WKH� DFFXUDF\� RI� WKH�

details on a Ledger Personal Security device before the information gets 

VHQW�WR�WKH�+60��(DFK�XVHU�UHTXLUHV�D�SHUVRQDO�VHFXULW\�GHYLFH��7KH�36'�

is one of the critical components of the security design of the platform.

Personal security devices for Wysiwys

Ledger has zero access to the keys used to sign messages sent to the Vault. 

Maintaining this guarantee was one of our key concerns while building the 

Ledger Vault APIs, which led us to design an architecture based on a client-

VLGH� DJHQW�� � WKH� /HGJHU� $XWKHQWLFDWLRQ�0RGXOH� �/$0��� ΖW� UHVLGHV� RQ� \RXU�

infrastructure rather than Ledger’s, the LAM is able to securely isolate the 

secrets that will be used to authenticate and communicate with your Vault.

Ledger Authentification Module for API



7



8

The Ledger Vault enables enterprises to implement a 

strong governance framework over their digital asset 

operations. The governance framework relies on role-

based access control to accounts which can be tailored 

WR�ȴW�WKH�FRPSOH[�EXVLQHVV�SURFHVVHV�RI��LQVWLWXWLRQV�RI�

any size. The segregation of duties is structured around 

��XVHU�UROHV��6KDUHG�2ZQHUV��:UDSSLQJ�.H\�&XVWRGLDQV��

Administrators and Operators.

Vault governance framework

Shared-Owners generate and safely store backups 

of the Master Seed. They never use the Ledger Vault 

platform in the context of daily operations but hold 

on to the Master Seed fragments for disaster recovery 

purposes. It is important to note that this ensures daily 

users never have direct interaction with any sensitive 

private key material. 

!
Administrators set up and maintain the governance of 

all accounts throughout the platform as well as manage 

Operator (transaction approver) permissions. Any 

FULWLFDO�SODWIRUP�PRGLȴFDWLRQV�E\�DQ�$GPLQLVWUDWRU�PXVW�

EH�DSSURYHG�E\�D�FXVWRPL]DEOH�P�RI�Q�TXRUXP�RI�RWKHU�

Administrators on the platform. 

!

Wrapping Key Custodians generate the wrapping 

key which is used to encrypt your organization’s HSM 

partition and authorize new releases. A partition is the 

root of all objects representing a workspace and the 

DVVRFLDWHG�XQLTXH�VHHG��(QFU\SWLRQ�RI�WKH�SDUWLWLRQ�

by the Vault customer enables highly secure external 

VWRUDJH�RI�WKH�LQIRUPDWLRQ�UHTXLUHG�IRU�EXVLQHVV�

continuity purpose and guarantees full independence 

from Ledger.

!
Operators oversee the process of creating, reviewing 

and approving transactions. On the contrary to the 

three other roles, Operators do not have a transversal 

role and can thereby only see and perform operations 

RQ�VSHFLȴF�DFFRXQWV�ZKHUH�WKH\�KDYH�EHHQ�DXWKRUL]HG�

by Administrators. Under the custodian use case, some 

Operator roles may be delegated to the custodian’s 

customers to create a joint control model under certain 

FRQVWUDLQWV����IRU�H[DPSOH��UHTXLULQJ�WKH�HQG�FOLHQW�

WR�LQLWLDWH�ZLWKGUDZDO�UHTXHVWV�WR�QRQ�ZKLWHOLVWHG�

addresses in order to eliminate deposit address 

VSRRȴQJ�WKUHDWV�

!
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2UJDQL]DWLRQV�XVLQJ�WKH�9DXOW�SODWIRUP�EHQHȴW�IURP�D�FXVWRPL]DEOH�JRYHUQDQFH�HQJLQH��

which includes the hardware backed enforcement of rules  such as multi authorisation, 

group based approvals, whitelists, and amount threshold limitations. These 

FRPSRQHQWV��PD\�EH�FRPELQHG�WR�FUHDWH�ȵH[LEOH�DQG�VFDODEOH�JRYHUQDQFH�VFKHPHV�

tailored to any use case and to comply with internal and external policy standards.

While all of these security features on their own represent 

LPSURYHPHQWV�WR�H[LVWLQJ�PRGHOV�DQG�ZRUNȵRZV��/HGJHU�

has taken further steps to maximize security, scalability 

and availability of customer funds with its conditional 
ZRUNȵRZ�IHDWXUHV���

Now Ledger Vault clients can create complex approval 

schemes leveraging user groups, whitelists, and 

amount thresholds together under a customizable 
FRQGLWLRQDO� ZRUNȵRZ� HQJLQH. Each wallet may have 

XS� WR� �� FRQGLWLRQDO� ZRUNȵRZV� DOORZLQJ� LQVWLWXWLRQV� WR�

PD[LPL]H� HɝFLHQF\� ZKHQ� LW� FRPHV� WR� QRUPDO�� GD\�WR�

day operations, and maximize security when it comes to 

WUDQVDFWLRQ�UHTXHVWV�ZKLFK�GR�QRW�PHHW�QRUPDO�FULWHULD��

Transaction rules

The multi-authorization feature distributes the signing 

responsibility among multiple Operators within the 

institution. These operators can then be geographically 

distributed across the world if needed.

Approval groups allow for the creation of complex 
multi-authorization schemes based on organizational 

OHYHO�DSSURYDO�ȵRZV��7KH�UXOH�PLJKW�EH�VHW�WR�UHTXLUH�

transactions be created by the operations team, then 

reviewed by and approved by the compliance team 

RU�E\�DQRWKHU�RSHUDWLRQV�WHDP�ORFDWHG�LQ�D�GL΍HUHQW�

geographic location.

The whitelist enables to block outbound transactions 

RXWVLGH�D�GHȴQHG�OLVW�RI�WUXVWHG�SXEOLF�DGGUHVVHV�

Amount threshold limitations allow an organization to 

create caps on transaction sizes. 

)RU� H[DPSOH�� WKH� VDPH� ZDOOHW� PLJKW� RQO\� UHTXLUH� ��

approval from the operations team if funds are being 

sent less than a certain amount and to a trusted group of 

ZKLWHOLVWHG�DGGUHVVHV��+RZHYHU�� LI� WKDW�VDPH�UHTXHVW� LV�

made for a higher amount, then additional groups around 

WKH�RUJDQL]DWLRQ�PD\�EH� UHTXLUHG� WR�DOVR�DSSURYH��DQG�

LQ�WKH�HYHQW�WKDW�WKH�UHTXHVWHG�WUDQVDFWLRQ�LV�WR�EH�VHQW�

outside of the whitelist, then even more approvals from 

groups like compliance,  senior management, or even a 

WUXVWHG��UG�SDUW\��PD\�DOVR�EH�UHTXLUHG�

/HYHUDJLQJ� WKH� ȵH[LELOLW\� RI� /HGJHU� %2/26�� WKH� UXOHVHW�

LV�EHLQJ�FRQWLQXRXVO\�H[SDQGHG�WR�ȴW�DQ\�RUJDQL]DWLRQȇV 

evolving needs.
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Cryptocurrencies unlike traditional markets do 

not follow scheduled business hours. Trading and 

WUDQVDFWLRQV�RFFXU������DQG�UHTXLUH�VXSSRUW�VHUYLFHV�WR�

be highly available.

Managed services

Non-critical Vault services are directly hosted with 

IAAS providers enabling them to leverage the scaling 

EHQHȴWV�RI�FORXG�FRPSXWLQJ��:H�FRQVLGHU�DV�Ȇ&ULWLFDOVȇ�

WKH�IROORZLQJ�HOHPHQWV��VHHGV��SULYDWHV�NH\V��*RYHUQDQFH�

rules, signature engine and governance engine. All 

critical assets are hosted either within HSM powered by 

Ledger operating system, Ledger Blue’s secure element 

Preparing for the worst is necessary in a nascent industry.

Since all points of control remain  fully in the hands of 

the institution operating the Vault platform, it is possible 

to recover the Master Seed in full independence from 

Ledger. For that purpose, the customer recovery team 

may use open source scripts provided by Ledger to 

recover the Master Seed from the input of the three 

24-words recovery sheets created by the Shared Owners.

Shall the Vault service be unavailable for a long period of 

time, assets will not be locked up. While this scenario is 

extremely unlikely thanks to the redundancy built in the 

platform, it provides further guarantee to parties willing 

to delegate their security infrastructure to Ledger.

Ledger supports its worldwide operations from Singapore 

�� 1HZ� <RUN� DQG� 3DULV� VLWHV�� 7UDLQHG� VXSSRUW� VWD΍� DUH�

available around the sun to ensure smooth operations.

Disaster recovery Personal security devices for Wysiwys

Support

or Cryptosteels. All Ledger hosting partners are selected 

to the highest standards for the management of their 

physical and logical access control.

/HGJHU�DSSOLHV�VSHFLȴF�VHFXULW\�PHDVXUHV�VXFK�DV�

sensors to further mitigate any risk related to physical 

access to the HSM, preventing all attacks where a 

SK\VLFDO�DFFHVV�LV�UHTXLUHG�

Ledger obtained a pooled customized crime insurance 

program insuring crypto-assets for up to USD 150 million 

for its Ledger Vault platform led by the prestigious Arch 

8.�/OR\GV�RI�/RQGRQ�V\QGLFDWH�

:KDW�LV�FRYHUHG�

• Third-party theft of the master seed and private 

keys following a physical breach of a Vault hardware 

VHFXULW\�PRGXOH��+60��LQ�D�VHFXUH�GDWD�FHQWHU�

• Secure transmissions of the master seed shards to 

WKH�+60�DV�SDUW�RI�WKH�FOLHQW�RQERDUGLQJ�

• Insider Ledger employee theft caused by collusion.
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Ledger prides itself for the usage of highly secure 

hardware in the components critical to the security of 

the Vault solution. In the hands of each Administrator or 

Operator a personal security device is used to interact 

with the Vault platform. On the back-end of the Vault 

platform, a hardware security module is executing 

Security-by-design

These two security devices run Ledger’s advanced 
proprietary operating system BOLOS—standing 
for Blockchain Open Ledger Operating System.

The PSD enables users to generate a cryptographic secret 

based on the highest standards of true random number 

generation. The PSD access is secured by setting up a 

4 to 8 digit PIN code. Three wrong inputs will erase the 

device memory. The PSD enables users to perform What-

You-See-Is-What-You-Sign operations. Thanks to the 

trusted display of the devices, the user must validate the 

correctness of the operation to be authorized to ensure 

no attacks have been attempted on their local computer.

'HSHQGLQJ�RQ�XVHU�UROH��WKLV�SHUWDLQV�WR��JHQHUDWLQJ�

private key components related to cryptocurrency assets, 

secure storage of HSM cryptographic material, approving 

the creation of new rules, or approving the consumption 

of cryptocurrency assets.

 

In practice, this translates into users creating their 

RSHUDWLRQV�ZLWKLQ�WKH�ZHE�EURZVHU��FRQȴUPLQJ�WKH�

Ledger’s operating system for HSM is designed to 

provide a secure execution framework. Each application 

is isolated from one another  and from the Operating 

6\VWHP��R΍HULQJ�GL΍HUHQW�VHUYLFHV�WR�FRPPXQLFDWH�ZLWK�

the outside world and perform cryptographic operations 

on user data.

User’s cryptographic secrets are thereby only exposed 

LQ� WKH� FRQWH[W� RI� WKH� H[HFXWLRQ� RI� VSHFLȴF� DSSOLFDWLRQV�

signed by Ledger.

Disaster recovery

HSM powered by Ledger operating system

sensitive operations, such as checking governance rules 

and signing transactions.

Unlike traditional hardware, secure hardware natively 

HPEHGV�DGYDQFHG�VHFXULW\�SURWHFWLRQV�R΍HULQJ�

protection against physical tampering. Ledger Vault is 

SOC II Type I attested.

validity of the details on a Ledger personal security 

device before the information gets sent to the HSM.

/HGJHU�36'�SURGXFW�UDQJH�VXSSRUWV�VHFXUH�ȴUPZDUH�

patching. This ensures that Ledger could further 

strengthen security in the future or expand devices’ 

functionalities post release.
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Scripts execute Syscalls in order for the OS to execute 

cryptographic operations with the secrets.

 

The Vault HSM running Ledger BOLOS ensures that all 

H[HFXWHG� VWRUHG� FU\SWRJUDSKLF� VRIWZDUH� DQG� ȴUPZDUH�

follow the Vault business logic.

 

7KH�+60�SHUIRUPV�WKH�IROORZLQJ�RSHUDWLRQV�

• Protecting and isolating  the private keys related to 

the usage of cryptocurrency assets

• Enforcing the authorization of the usage of 

cryptocurrency assets following a set of dynamic rules

• Signing operations according to the governance  

framework

 

Each operation running on the Vault HSM is written as 

Cryptographic secrets are never exposed 

outside of the OS space.

a script. Vault scripts are interpreted by the Ledger OS 

within a virtual machine running on the HSM, providing 

tenant isolation and protection against code execution 

exploits.

 

Scripts are signed and encrypted per HSM, helping to 

SURWHFW�DJDLQVW�UHYHUVH�HQJLQHHULQJ�

• Signing scripts include the account management and 

matching modules which are the sole owners with  

access to private keys. Cryptocurrency scripts issue 

commands to the matching script to sign transaction 

GDWD� XVLQJ� VSHFLȴF� DOJRULWKPV�� 7KH� PDWFKLQJ� VFULSW�

then produces human-readable data for a transaction 

bound to a validation device

• *RYHUQDQFH�VFULSWV�HQDEOH�$GPLQ�XVHUV�WR�VHW�PXOWL�

authorization, amount threshold,  and whitelist, and 

conditional approval schemes to govern accounts

• Cryptocurrency scripts manage transaction parsing 

logic for each digital asset
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Communicating sensitive information over a public channel is a major challenge for 

SaaS platforms. Securing the data exchange across the internet is an endeavor that 

PXVW�EH�FDUHIXOO\�GHVLJQHG�DQG�LPSOHPHQWHG�LQ�RUGHU�WR�PDLQWDLQ�WKH�FRQȴGHQWLDOLW\�

and integrity of the payload.

Communicating securely over the internet

All critical communications between the PSDs or the 

LAM and the Ledger Vault platform go through a secure 
channel, providing a strong protection against potential 

man-in-the-middle attacks.

 

The secure channel is based on Ledger Issuer attestation 

mechanism and a Ledger Owner attestation 
mechanism.

 

The Ledger Issuer attestation mechanism relies on 

Ledger Root of Trust. This Root of Trust is used to sign 

attestations for devices operated by Ledger in a similar 

ZD\� D� FHUWLȴFDWH� DXWKRULW\� LVVXHV� FHUWLȴFDWHV� WR� WKLUG�

parties.

An attestation is issued for all the devices interacting 

Ledger
Root of Trust

Secure communication channel

PSD/LAM Vault HSM

with sensitive data, namely the HSM and the PSD.

The Ledger Owner attestation mechanism enables 

an additional layer of validation with App-to-App 

authentication.

This mechanism is used by the vault PSD application 

to ensure it communicates with the expected script 

on a genuine HSM and by a Vault HSM app to ensure it 

communicates with a genuine PSD.

 

The Vault PSD owner is the customer, hence a dedicated 

attestation is personalized onto each client’s PSD. 

The customer attestation in the PSD—also called the 

endorsement key—ensures only authorized devices can 

FRQQHFW�DQG�VHQG�UHTXHVWV�WR�WKH�FXVWRPHU�ZRUNVSDFH�
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Security is a never-ending cat-and-mouse game to stay ahead 

RI�SRWHQWLDO�DWWDFNHUV��/HGJHU�SURYLGHV�FRQȴGHQFH�LQ�WKH�9DXOW�

VHFXULW\�E\�IRFXVLQJ�H΍RUWV�RQ���NH\�DUHDV�

• Continuous internal security assessments

• Periodic external security assessments

• &HUWLȴFDWLRQV�DJDLQVW�UHOHYDQW�F\EHUVHFXULW\�IUDPHZRUNV

Testing security

There are continuous internal security assessments 

performed by the Ledger Security Laboratory—the Ledger 

Donjon. The Ledger Donjon is a team of world-class 

experts with extensive backgrounds in the security and 

secure element industries. The team works closely with 

Ledger’s Firmware development and hardware teams to 

analyze and improve the security of Ledger products.

External security assessments are performed by 

The Donjon team is continuously looking for vulnerabilities on Ledger products as well as Ledger 

VXEFRQWUDFWRUVȇ�SURGXFWV��7KLV�HQDEOHV�WKH�'RQMRQ�WR�ȴQG�YXOQHUDELOLWLHV�DQG�WKHQ�LPSOHPHQW�

countermeasures, making Ledger solutions and the entire ecosystem more secure.

7KH�WHDP�KDV�D�EURDG�VHW�RI�VNLOOV�DQG�DSSOLHV�WKHP�WR�H[SRVH�WKH�HYDOXDWHG�VROXWLRQV�WR�

• software attacks based on reverse engineering, fuzzing static analysis or exploitation

• side channel attacks to exploit physical leakage of information during device handling

• fault attacks, perturbing the execution by putting the devices under stress such as over-heating 

or overclocking

The breakthroughs of the Ledger Donjon are publicly shared after the end of a responsible 

disclosure period.

You can get to know more about the Donjon on Ledger security blog and stay tuned by following 

Ledger on Twitter @Ledger

Ledger Donjon

cybersecurity companies who specialize in the evaluation 

of embedded security solutions.

Lastly, Ledger is pursuing relevant security methodologies 

WR� FHUWLI\� WKH� 9DXOW�� :KLOH� UHDFKLQJ� FHUWLȴFDWLRQ� VWDWXV�

LV� D� MRXUQH\� WKDW� UHTXLUHV� WLPH�� /HGJHU� KDV� VHW� LWVHOI� RQ�

this path to provide the needed reassurance to Ledger 

customers and their stakeholders.
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Openness is a driving principle in Ledger’s journey to become a key infrastructure 

provider to the digital asset markets. This translates into having a good share of the 

code base open source, communicating transparently on the roadmap and facilitating 

third-party integrations.

Future developments

7KH�9DXOW�LV�WR�EH�FRQVLGHUHG�DV�D�ȴUVW�XVH�FDVH�OHYHUDJLQJ��

WKH� SRVVLELOLWLHV� R΍HUHG� E\� RXU� %2/26� VHFXUH� VFULSWLQJ�

architecture.

7KH� ȴUVW� ZDYH� RI� GHYHORSPHQWV� ZDV� PDLQO\� LQWHUQDOO\�

GULYHQ� ZLWK� D� VWURQJ� IRFXV� RQ� GHȴQLQJ� DFFHVV� FRQWUROV��

expanding the ruleset and supporting popular 

cryptocurrencies. All features being exposed through the 

graphical user interface.

 

Therefore, Ledger has exposed the Ledger Vault’s core 

APIs making possible the implementation on third-party 

enablement. Ledger therefore plans to expose the Ledger 

Vault’s core APIs and make possible the implementation 

of custom execution logic within the secure HSM 

environment.

New use cases can thereby be tackled building on those 

strong foundations.

 

For instance, you may integrate with the Vault APIs to build 

operational controls over in-house applications in the 

same way banking and credit card companies implement 

IUDXG� SODWIRUPV� DQG� VDQFWLRQV� ȴOWHUV�� 7UDQVIHU� LQLWLDWLRQ�

remains fully managed by the user institution with the 

9DXOW�SHUIRUPLQJ�WKH�YDOLGDWLRQV�EDVHG�RQ�FRQȴJXUHG�UDWH�

limiter, time-lock and whitelist. In case of compromise of 

the enterprise environment, the operational loss would 

WKHUHE\�EH�OLPLWHG�WR�WKH�UHVLGXDO�H[SRVXUH�FRQȴJXUHG�RQ�

each account.

 

Ledger proposes as well to integrate Vault features into 

an existing platform in order to expand the portfolio 

of services. New logic can be developed and secured 

within the boundaries of the HSM. This approach would 

enable leveraging both existing features and provide an 

agile framework to adapt the capabilities of the platform 

independently from Ledger.
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